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Abstract: In this work, we focus on the utility of chaotic systems of dimension 2 to
generate symmetric keys which will be used to encrypt and decrypt data. Non-linear
dynamical 2-D systems with chaotic logistic maps have properties that give us the
means to hide data to be shared [10]. The two most important properties that are
very useful in this work are: the non-linearity that gives a significant complexity to
our keys, and the sensibility to the initial conditions that radically transforms our
systems as soon as there is a minimal change [1].
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1 Introduction

The use of chaotic maps of dimension 2 can be an interesting approach for the encryption
of text. 2-D chaotic maps such as the Henon map or the standard map have 2-dimensional
dynamic chaos properties [3]. Zeraoulia and Sprott [6] have proposed a new chaotic map
of dimension 2,

—axy
Vn € N; (ZE”'H) = 1+92 |,
Ynt1 Tn + byn

where <y0> are given initial terms, that has the same properties, moreover, these maps
0

can be used to generate complex pseudo-random sequences serving as encryption keys.

* Corresponding author: mailto:s.adoui@univ-batna2.dz

(© 2024 InforMath Publishing Group/1562-8353 (print)/1813-7385 (online)/http://e-ndst.kiev.uab37


mailto: s.adoui@univ-batna2.dz
http://e-ndst.kiev.ua

538 SALAH ADOUI AND BRAHIM BENZEGHLI

The chaotic transformations of these maps allow to introduce a strong confusion and
diffusion in the encryption process. This blurs the links between the clear and encrypted
texts and makes statistical analysis more difficult.

Zeraoulia and Sprott map parameters (such as the initial z¢ and yo terms, control
parameters a and b) [6], [7] can be used to generate unique and unpredictable encryption
keys. The sensitivity to the initial conditions ensures a strong uniqueness of the keys.
The unpredictability and complexity of these maps make encryption more resistant to
brute force attacks etc.

The implementation of 2-D chaotic maps in encryption algorithms requires additional
calculations, but increases computing power and facilitates their integration. The use of
2-D chaotic maps for text encryption can provide enhanced security due to the complex-
ity and unpredictability introduced by 2-dimensional chaos. However, it is important
to design and optimize the implementation to achieve a balance between security and
performance.

In this work, we used the chaotic maps for the creation of a key in matrix form,
whose components are the successive terms of a logistic map. This key will be used in
symmetric encryption [8], [9] and decryption of our data (text, digital image [11], etc.)
using the logical operation xor.

2 The 2-D Rational Discrete Chaotic Map

In [6], |7], @ 2-D discrete rationale map is given by

1
s — Yy
Vn € N; (x”H) |01 —1|_ Tn , where (:co) are giwen initial terms, (1)
. R "

n

a and b are parameters, the 2-D chaotic map is more complicated than the 1-D one.
In their papers [6l/7], Zeraoulia and Sprot have proposed a new 2-D chaotic map given
by

—aTy

Vn € N; (x"'H) = 1+42 , where <x0> are given initial terms, (2)
Ynt1 T, + byn o

and a and b are bifurcation parameters. This map is algebraically simple but with more
complications, it produces several new chaotic attractors. It leads, according to the values
of a and b, to a convergent sequence, a continuation subject to oscillations or a chaotic
sequel [6], [7]. The following four cases are considered, with the associated properties
proved:

e |a| <1, |b| < 1: Global asymptotic stability;
e |a| <1, |b| > 1: Existence of unbounded solutions;
e |a| > 1, |b| < 1: Localization of non-trivial global attractor;

e |a| > 1, |b| > 1: Existence of unbounded solutions.
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And there are some regular and chaotic regions when

(a,b) € [2,4] x [0,1]
(a,b) € [3,4] x [~1,0].

3 Construction of a Matrix 9t Using Terms of 2-D Rational Discrete Chaotic
Map

Consider the square matrix 9 = (m;;) generated by the Zeraoulia-Sprott terms. And
we obtain the following similar Toeplidz matrix 9 [5):

% To T3 T4 T,
T2+
Y2 PFE Tpgr Tpge 0 o T3
x3+Y:
Y3 Ynt1 HE Tapog ccc vt T3p6
Ta+7
Ya Ynte Yoz T e o e Tgpg
m, = (3)

y7l277l

znty

Ign

Yn Y2n—3 Y3n—6 Ydn—9 - Yp2_, O

2

We can also write

my =S Gf i=j, Vie{l,2,--,n},
Em:(mij)z Mi; = T Zf 1<i<y,

Encryption data using the matrix I

We recall that the BB84 protocol (proposed by Charles Bennett and Gilles Brassard
in 1984) is a quantum key distribution protocol (QKD) that guarantees the security of
the key generation process against attacks. The protocol uses the principles of quantum
mechanics to establish a secure key between two interlocutors while detecting the presence
of an attempted espionage [2].

4 Application

In our work, the matrix operation we will use is the logical xor between two matrices
applied component by component. We recall that the zor operation is often used in
cryptography, especially in flood encryption. This is how it works [4]:

1. Plain text: It is the original text that is being protected.

2. Encryption flow: It is a sequence of random bits generated using a secure cryp-
tographic algorithm. This bit stream is used as the encryption key.

3. xor operation: It is a logical operation to compare each bit of the plain text with
the corresponding bit of the encryption stream, bit by bit. The result of this zor
operation gives the encrypted text.
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The principle of the xor operation is as given in Table 1.

L A Ji[1]o]o]
B [1]0][1]0
AGB[[0][1[1]0

Table 1: The xor operation.

Thus, by applying the xzor operation between the plain text and the encryption flow,
the encrypted text is obtained. Decryption works similarly: the xor operation is applied
again between the encrypted text and the same encryption stream used for encryption.
This makes it possible to find the original plain text. The advantage of the xor operation
is that it is reversible and very fast to calculate. This is why it is often used in flood
encryption algorithms such as One-Time Pad encryption.

Encryption and decryption of a text

In this section we give an application for encrypting and decrypting of a text using some
cryptographic techniques.

Let 7 be a text to be encrypted, we start by converting it to binary and putting it
in a square matrix 7. of order n.

Let L be the number of characters of the text (letters, symbols, numbers, etc,). We
fix the size of the matrix by

n{ﬁ if VLeEN,

E(VL+1) if VL¢gN. )

Then, we propose the encoding dictionary, see Table 2.

Character A|B|C|D|E|F|G|H]|I J | K| L | M

Encoded character | 01 | 02 [ 03 | 04 | 05 | 06 | 07 | 08 | 09 | 10 | 11 | 12 | 13

Character N|IO|P|Q|IR|S|T|U|V | W|X|Y|Z

Encoded character | 14 | 15 | 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 | 24 | 25 | 26
Character ? | Space | . ! ; ’

Encoded character | 27 28 29 | 30 | 31| 32 | 33 | 34

Table 2: The proposed encoding dictionary.

4.1 Examples
Case 1: (whenn=+LeN).

Let us have the text 7= "HELLO BRAHIM, I AM SALAH.” We encode it using the
previous dictionary, we obtain

7 = HELLO BRAHIM, I AM SALAH.
08051212142802170108091229280928011228180112010830.

In this case, we have 25 characters, so L = 25 and the matrix size will be n = 5.
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We set the order n = 5 and create a matrix using the code obtained, we get

08 05 12 12 14
28 02 17 01 08
Ta=109 12 29 28 09
28 01 12 28 18
01 12 01 08 30

The matrix 7 has a matrix 7T, whose elements are the binary conversions of each com-
ponent of the matrix 7y. So

01000 00101 01100 01100 01110
11100 00010 10001 00001 01000
T, = | 01001 01100 11101 11100 01001
11100 00001 01100 11100 10010
00001 01100 00001 01000 11110

The encryption key

Using the Zeraoulia-Sprott map:

e Let xg, Yo, 2 < a <4 and 0 < b < 1 be the four parameters exchanged between the
interlocutors through the quantum channel using the BB84 protocol.

e After we have exchanged the four previous parameters, we introduce the Zeraoulia-
Sprott map defined in to calculate the [ = ”2; % first terms of the sequences
{z1,-+,m}and {y1,- -+, uit.

In this case, we fix the parameters o = 2, yg = —3, a = 3 and b = 0.5, we get the

terms shown in Table [3

1 1 2 3 4 5 6 7 8

T -0,6000 | 1,4400 | -3,8485 | 4,4402 | -1,1743 | 0,3905 | -1,1068 | 2,6322

Yi 0,5000 | -0,3500 | 1,2650 | -3,2160 | 2,8322 | 0,2417 | 0,5113 | -0,8511
% -0,0500 | 0,5450 | -1,2917 | 0,6121 | 0,8289 X X X
1 9 10 11
x; | -4,5791 | 2,3405 | -0,5368
yi | 2,2066 | -3,4757 | 0,6027

Table 3: 11 first terms of the Zeraoulia-Sprott sequence and 5 first means.

Using these terms, we construct a matrix of order n = 5:

z1+Y1

Z2 Zs3 Ty Zs
Y2 mgﬂ T T7 g
Ms = Y3 yo  TEE g T10
Ya yr yo R g
Ys Ys Y10 Y11 %

—0,0500 1,4400 —3,8485 4,4402 —1,1743
—0,3500 0,5450  0,3905 —1,1068 26322
= | 1,2650 0,2417 —1,2917 —4,5791 2,3405
—3,2160 0,5113  2,2066 0,6121 —0,5368
2,8322 —0,8511 —3,4757 0,6027  0,8289
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As the basis of the binaries is {0, 1}, then the class of a negative real number converted
to binary is the same as that of the same number taken without sign (positive). For this,
we can take all the components of the matrix in absolute values. So we get a new matrix
with same results,

0,0500 1,4400 3,8485 4,4402 1,1743
0,3500 0,5450 0,3905 1,1068 2,6322
M =|1,2650 0,2417 1,2917 4,5791 2,3405
3,2160 0,5113 2,2066 0,6121 0,5368
2,8322 0,8511 3,4757 0,6027 0,8289

To be able to work with natural integer components, we must get rid of commas,
for this, we propose to multiply the components of the matrix 9t} by a power k of 10
chosen according to our needs, then we take only the integer part of each component
after multiplication. In our example, we can take k = 3, therefore, all components of
Dﬁj must be multiplied by 103. We get a new matrix

50 1440 3848 4440 1174
350 545 390 1106 2632
EOH) = [1265 241 1291 4579 2340
3216 511 2206 612 536
2832 851 3475 602 828

We convert the components of the matrix E(90}) into binary and we obtain a matrix K
which will be the common key for encryption and decryption,

110010 10110100000 111100001000 1000101011000 10010010110

101011110 1000100001 110000110 10001010010 101001001000

K =] 10011110001 11110001 10100001011 1000111100011 100100100100
110010010000 111111111 100010011110 1001100100 1000011000
101100010000 1101010011 110110010011 1001011010 1100111100

Encryption

To encrypt the text 7, we use the formula 7. = T, ® K. So

111010 10110100101 111100010100 1000101100100 10010100100

101111010 1000100011 110010111 10001001101 101001010000

7. = 10011111010 11111101 10100101000 1000111111111 100100101101
110010101100 1000000000 100010101010 1010000000 1000101010
101100010001 1101011111 110110010100 1001100010 1101011010

7. will be sent to the receiver.

Decryption

The recipient receives 7. and decrypts it to obtain the initial matrix using the formula

T.®K="T,.
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Proof.
ToK = T, KoK
= To®0s5 (05 is the null matriz of order 5)
= 7;).

After this, the receiver converts the binary matrix 7, to the decimal matrix 7 , then
he uses the dictionary, see Table[2] to obtain the initial text 7 7 = HELLO BRAHIM, I
AM SALAH.”

Case 2: (VL ¢ N).

In the case when V/L is not a perfect square, we put all the obtained codes in order
from left to right and down, and we put zeros in the remaining places.
Let us take the text 7= "HELLO BRAHIM, I AM SALAH’S FRIEND.” We encode

it using the previous dictionary, we obtain

7 = HELLO BRAHIM, I AM SALAH’S FRIEND.
08051212142802170108091229280928011228180112010834192806180905140430.

In this case, we have 34 characters, so L = 34 and the matrix size will be n =

E(V34+41)=6.

We set the order n = 6 and create a matrix using the code obtained, we get

08 05 12 12 14 28
02 17 01 08 09 12
29 28 09 28 01 12
28 18 01 12 01 08
34 19 28 06 18 09
05 14 04 30 00 00

%:

The matrix 73 has a matrix 7T, whose elements are the binary conversions of each com-
ponent of the matrix 74. So

01000 00101 01100 01100 01110 11100
00010 10001 00001 01000 01001 01100
11101 11100 01001 11100 00001 01100
11100 10010 00001 01100 00001 01000
100010 10011 11100 110 10010 1001

101 1110 100 11110 0000 0000

To

The encryption key
Using the Zeraoulia-Sprott map:

e Let xg, 1o, 2 < a <4 and 0 < b < 1 be the four parameters exchanged between the
interlocutors through the quantum channel using the BB84 protocol.

e After we have exchanged the four previous parameters, we introduce the Zeraoulia-
2
Sprott map defined in (1)) to calculate the I = 2" first terms of the sequences
{z1,-- 2} and {y1,-- , ui}.
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The matrix size will be 6, so we calculate the first 16 terms of each of the two sequences
whose first 11 terms will be the same as those calculated in the first case, see Table [3]
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We get
% 6 11 12 13 14 15 16
; 0,3905 -0,56368 | 1,1813 | -3,3577 | 4,7266 | -1,5780 | 0,3952
i 0,2417 0,6027 | -0,2354 | 1,0636 | -2,8259 | 3,3136 | 0,0788
Zitui 0,3161 X X X X X X
Using these terms, we construct a matrix of order n = 6:
i I T L TR
Y2 % x7 xg X9 z10
T3+Ys3 . .
Y3 yr F5E on Z12 x13
Ms = 2 z
¢ Ya Ys Y11 aFU gy Z15
Ys Yo Y12 Y14 I)Qﬂ T16
Ye Y10 Y13 Yis Yie %
—0,0500 1,4400 —3,8485 4,4402 —1,1743 0,3905
—0,3500 0,5450 —1,1068 2,6322 —4,5791 2,3405
_ 1,2650  0,5113 —1,2917 —0,5368 11,1813 —3,3577
a -3,2160 —0,8511 0,6027 0,6121  4,7266 —1,5780
2,8322  2,2066 —0,2354 —2,8259 0,8289  0,3952
0,2417 —3,4757 1,0636  3,3136  0,0788  0,3161
Then we get a new positive matrix with same results
0,0500 1,4400 3,8485 4,4402 1,1743 0,3905
0,3500 0,5450 1,1068 2,6322 4,5791 2,3405
mt — 1,2650 0,5113 1,2917 0,5368 1,1813 3,3577
67 [3,2160 0,8511 0,6027 0,6121 4,7266 1,5780
2,8322 2,2066 0,2354 2,8259 0,8289 0,3952
0,2417 3,4757 1,0636 3,3136 0,0788 0,3161

We follow the same steps we did in the first case, we get the integer matrix

We convert the components of the matrix E(9F) into binary and we obtain a matrix

BE(M§) =

350
1265
3216
2832

241

50

ol

1440
945

851
2206
3475

1 1291
602
235

3848
1106

1063

4440 1174
2632 4579
1181
4726

536
612
2825
3313

828
78

390
2340
3357
1578

395

316
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K = [K'|K"], where

110010 10110100000 111100001000
101011110 1000100001 10001010010
K - 10011110001 111111111 10100001011
110010010000 1101010011 1001011010
101100010000 100010011110 11101011
11110001 110110010011 10000100111
1000101011000 10010010110 110000110
101001001000 1000111100011 100100100100
K - 1000011000 10010011101 110100011101
1001100100 1001001110110 11000101010
101100001001 1100111100 110001011
110011110001 1001110 100111100

This matrix K will be the common key for encryption and decryption.

Encryption

To encrypt the text 7, we use the formula T, = T, & K = [T.|T. ], where

111010 10110100101 111100010100
101100000 1000110010 10001010011
T — 10100001110 1000011011 101000010100
¢ 110010101100 1101100101 1001011011 |”
101100110010 100010110001 100000111
11110110 110110100001 10000101011
1000101100100 10010100100 110100010
101001010000 10000111101100 100100110000
T - 1000110100 10010011110 110100101001
¢ 1001110000 1001001110111 11000110010
101100001111 1101001110 110010100
110100001111 1001110 100111100

7. will be sent to the receiver.

Decryption

The recipient receives 7. and decrypts it to obtain the initial matrix using the formula

T.® K =T,
Proof.
TeK = T, KoK
= To®0¢ (Og is the null matriz of order 6)
= 7.

After this, the receiver converts the binary matrix 7, to the decimal matrix 7 , then
he uses the dictionary, see Table |2} to obtain the initial text

7 =7 HELLO BRAHIM, I AM SALAH’S FRIEND.”
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Generalisation

In general, to encrypt a text of length L, we follow the same steps as in the previous

example.

Step 1: The text

(a)
(b)

()

We choose a dictionary to code the text 7 ( In our example, we have used the
dictionary given in Table .

Let 74 be the matrix of order n. The order n is calculated according to the
formula . And the components of T4 are the obtained codes put in order
from left to right and down, and we put zeros in the remaining places.

We convert the components of the matrix 73 into binaries, and we obtain a
matrix Tp.

Step 2: The encryption key

(a)

(b)
()

(d)

Let us choose the chaotic sequence of Zeraoulia of dimension 2 (see formula

(2). Then we fix the first terms (g, o) and two parameters a and b such that
2

terms of the vector

the chaos is assured [6], |7], the calculus of the first

sequence (z;,y;) n2ony gives us the components of 9, the matrix of
2

iE{l,--- R
order n in the form given in the expression .

We take all the components of the matrix 9,, in absolute values to get the
matrix M.

We multiply the components of the matrix 9" by a power k of 10 chosen
according to our needs, then we take only the integer part of each compo-
nent after multiplication, then we create a new matrix denoted E(91) whose
components are the integer parts of the components of I}

We convert the components of the matrix E(9,}) into binary and we obtain
a matrix K which will be the common key for encryption and decryption.

Step 3: Encryption and Decryption

()

(b)

()

To encrypt the encoded text 7T, we use the formula
T.=T, ® K.

To decrypt 7T, for obtaining the initial matrix, we use the formula
T K="T,.

The binary matrix 7T, will be converted to a decimal matrix which will decoded
to a text using the initial dictionary, see Table |2 to obtain the initial text ”
'7" 77.

5 Performance and Security Analysis

To study the efficacy of our text encryption, we test its security. The proposed method
should resist several types of attacks because its symmetric keys used during the encryp-
tion and decryption must be transmitted through an unsecured channel.
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Cryptanalysis

To determine the key, it is necessary to use techniques more secured and compliant
against attacks, these techniques are called the key exchange protocols. In our system,
we detail how we can obtain a secret key using the properties of matrices for encrypting
and decrypting text and sensibility of chaotic maps to initial conditions. The question
is: Can we ensure the security of this encryption? For this, to raise the security levels of
our system, we have introduced chaotic logistic maps in cryptography.

For the implementation of the proposed scheme, we choose the size of text 1272 <
L < 1282. The proposed scheme key K is none-deterministic because the interlocutors
use an arbitrary matrix (K) for getting a common secret key K.

We use the proposed key generation method with z;,y;; ¢ € {0,---,8128}; (x4, y;
are the components of the key ). This provides 10**! possible cases to obtain one
component of the key K. So it provides (105+1)"* = 10(-+Dn* possible cases to obtain
the key K.

For n = 128 and k = 14, we get (1019)128° = 10(19)16384 — 1245760 - (93245760
9737280

We have also 102° possible cases for getting the term g (with 20 decimal digits after
the comma in the set of 10 numbers {0, 1,2,3,4,5,6,7,8,9}) if we use the 2-D rational
discrete chaotic map that contains 2 parameters a, b and the initial terms (zg, yo), so this
provides

(10%)4 = 1080 > 2260,
The key space is wide enough for a brute force attack or exhaustive attack is not

possible.

6 Concluding Remarks

We know that chaos can be exploited in encryption algorithms to improve the security
and robustness of encryption systems. That is why we have included a chaotic system of
dimension 2 with the following advantages:

e Chaotic encryption systems use non-linear dynamic systems to generate complex
pseudo-random sequences that serve as encryption keys.

e Sensitivity to initial conditions of chaotic systems makes encryption very difficult
to break and ensures a strong uniqueness of the generated keys.

e Chaotic properties can be used to generate complex and unpredictable encryption
keys from initial parameters.

e Chaotic transformations can be incorporated into the dissemination and confusion
stages of encryption algorithms to further blur the links between the plain and
encrypted texts.

e This makes encryption more resistant to statistical analysis attacks.

e Unpredictability and sensitivity to chaotic system parameters can be used to en-
hance the security of encrypted communication protocols.
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e This makes them more resistant to brute force attacks and model analysis attacks.

The judicious use of chaos in encryption algorithms leads to safer and more robust

encryption systems against various cryptographic attacks.

In our work, we used a chaotic system of dimension two, which already has the

venture to keep the two most important options: the non-linearity of the system and its
sencibility to the initial conditions, in addition to that, it has increased the security level
of the shared key to 220, which far exceeds the known threshold.
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